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About MNCERT/CC

e Established in 2014 as security community meetup

* Transformed as non-governmental, non-profit organization in 2015

* Since 2015:
e Member of APCERT, FIRST

* Contractual relationship: NCFTA, Team Cymru, Microsoft Security, Shadowserver
* Local members: 12 organizations

* Incident coordination and information sharing

* Public awareness and community building
* MNSEC
* HaruulZangi



MoHron YnacoelH VIHTepHeT Cy/1XK33
Xap MarcaantaHg opcoH banaan



What is blacklist?

A blacklist is a process of creating a registration list by
detecting abnormal behavior of users connected to the
Internet on many sensors located around the world.

* Download or distribute copyright-violating content. For example illegal content, such as pirated
software, copyrighted material, or child exploitation material

 Abnormal behavior - Sending spam mail or information, sending malicious traffic from a user's
device infected with a virus., or attempting to attack other networks, etc.



As of week of 261" June to 30t June

Reported IP Addresses By Country (Last 7 Days)

@ Romania .
@ Saudi Avabia * Based on abuseipdb:
@ Finland . . .
® Kenya * 7,535 IP registered in Blacklist

—"'""\ @ Mongolia
//‘\w .Tunigia o 54th place
® Peru .
N2 * 4.2% of total active IP

* Nol: USA-1,014,465 IP blacklisted
* 0.06% of total IP

No2: China — 687,366
* 0.19% of total IP

No3: Singapore — 315,696
e 1.5% of total IP

https://www.abuseipdb.com/statistics



https://www.abuseipdb.com/statistics

Abuse reasons

Web attack
12% 6/29/2023

BruteForce
24%
Port scan
56%

Spoofing

4% Hacking

4%

Port scan



Risks of IP blacklist

* Risk of all other users will be subject to content restrictions due to
one abnormal event (NAT)

* Blocked email communication

e Reputational damage to the country

e Difficulty accessing certain services

* Reduced website traffic

* To become an Independent “Internet” or isolated island



Blacklist situation in Mongolia

 Total IP address assigned (APNIC): 215,808
 Active IP address (in use): 177,920

e Surveyed IP’s of major ISPs: 156,976

e Blacklisted IP: 60,267

* 33% of total active IP addresses are in Blacklist
* Highest blacklisted IP for given IP pool



MoHron YncelH VIHTepHeT
CV/IKIIHMM OPUYMH AaXb
3PCA3NTIN HexUen banaan



As of 13t to 20t October

e 38 ISP
* 8642 |IP address
» 88,576 events



Event types

* Suspected Compromise - Xananarag eptceH bamx 6onsoLrymr
NNBPXNNAHI. Bepeep xanban, BUpPYCI3p XxanasBapnacaH, KomaHa
YanpanarbiH Cepsep (C&C)-a xaHaax oponasioro XMMCaH 33par TyxalH
XOCT Xananarag epTceH 6amx 60n30Wrymr MA3PXMNIHA.

* Known Vulnerabilities - TyxanH XOCT A33p axXunnax byn anneaa
nporpamm, CEPBUCT HUNTIA N 6ONCOH Im33r banaan byur
NN3PXUNNHS.

* Potential Threats - TyxaH 3BEHTI3C WANTraanaH 3H3XYY XOCT
aXunnax bym banryynnarolH Kubep opunHA, atoyn 3aHaNXUNAIN
y4Ynpy 60130WTYNTr NN3PXUNIIHS.



Events during the week

Category

== potential threats




Compromise types

malware infection
scanner
vulnerable service
brute -force
block ed resource
attribution

malware url




Top vulnerabilities

e SSL Poodle
* Disclosed in 2014
e SSL3.0and TLS 1.2
* 1,886 hosts in Mongolia

* VMware ESXi Remote Code Execution Vulnerability
* Disclosed in 2019
* 490 hosts in Mongolia

e SSL Freak
* Disclosed in 2015
» 235 hosts in Mongolia



Top ISPs with most events

50,000

45,000

40,000

35,000

30,000

25,000

20,000

15,000

10,000

5,000

Huit IP

EpeHxui Tonm

I C3XKMITIN YAngan

—@— CaXKUITHW YIUNA3N UN3PCIH IP



Event types per ISP

TOPNET-AS-MN-AP

RAILCOM
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Compromise types

XANONATALN ©6PTCOH AWK BON3OLWTYN (TOPNOOP)
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Event reports

120000

100000

80000

60000

40000

20000

07/28-08/04  08/05-08/11

08/12-08/18  08/19-08/25

ISP & HUAT CaXKMITIN y33ranniMH To00

41

87184

40564

08/25-09/01  09/01-09/08 09/08-09/15 09/15-09/22

B HWAT CIXKUITIN Y33r 4 IMNH TOO

@ |SP-bIH TOO

3189

09/22-09/29  09/29-10/06

110043

10/6-10/13

88576

10/13-10/20

42

41

40

39

38

37

35



XOpPTOM KOAOH H3PBATACIH
banaarn



Malwares found in Mongolian cyberspace

Mn3pcaH xopToii Kog, (Tepneep)

e Duration: 15t to 20t October

e Total number of malwares: 20




PlugX

* Number of known infections in Mongolia: 126

* Known to be used by APT group called Mustang Panda

* Remote access trojan for espionage

* Malicious actions: screen capture, keylogger, information stealing
* Infection vector: through zip, rar, sfx files in phishing



Sality

* Number of known infections in Mongolia: 51

* Criminal actor

* Malicious actions: resource consumption, member of botnet
 Infection vector: USB drive, network share



NpragnmH LaxmMm X3p3rn33, HYVYLL
VI COHTONTbIH 3PCA3/



Previous study

* Done by MMCG under the contract of CRC
* Random sample on 1,030 people in 2021

s “UPIrIANNH MHTEPHITUMH X3P3I/193HUU TAJTAAPX CYYPb
CYAAJITAAHbBI TAU/IAH?

thttps://crc.gov.mn/storage/busad/03_Survey%20report. MMCG_final-2021.pdf



Key highlights c@j

e 38% Hb Uaxum xasa2 0ax Hyyuy y233 6 cap mymam cosnuxsi2 88
v 0
Xu4y33032 6071084 9% Hb Mo2mmon conbooe bauHa. o

* 5 XyH mymmobiH 1 Hb cowuan meoua, umalin xagaaa Aamap
H325H baudnaap eepee 60s10H bycobie xakepoyynr baucaH e
Moxuos100s/1 86pm Hb 60s10H OlpP OOMHbI H323HO Hb MY2apy
balicaH bauHa.

* UpeaodulH 27.0% Hb 66pULIH MOEXeepemMM#0ee amap He
6alionaap supyculiH xamaaananm, firewall, xamyy ouck
33paulie xap3anax bateaa 601 42.6% Hb xameaananmeayd,
30.5% Hb xameaananm balieaa acaxulia madaxeyu bauHa.




With the advent of the cloud computing

» Password cracking became accessible?!
 AWS p3.16xlarge
* 632GH/s (632.000.000.000 NTLM hashes)
« 25S per hour

thttps://thesecurityfactory.be/password-cracking-speed/



Average duration of password crack

Numerical
Numerical Upper & Lower case
Password Length Numerical Upper & Lower case |Upper & Lower case | Special characters
0-9 a-Z 0-9 a-Z 0-9 a-Z %S
1 instantly instantly instantly instantly
2 instantly instantly instantly instantly
3 instantly instantly instantly instantly
4 instantly instantly instantly instantly
5 instantly instantly instantly instantly
6 instantly instantly instantly 20 sec
7 instantly 2 sec 6 sec 49 min
8 instantly 1 min 6 min 5 days
9 instantly 1hr 6 hr 2 years
10 instantly 3 days 15 days 330 years
11 instantly 138 days 3 years 50k years
12 2 sec 20 years 162 years 8m years
13 16 sec 1k years 10k years 1bn years
14 3 min 53k years 622k years 176bn years
15 26 min 3m years 39m years 27tn years
16 4 hr 143m years 2bn years 4qdn years




Redline password stealer

* Malware as a Service (MaaS$)

* First observed in 2020

* Steals: browser credentials, crypto wallets

* Attack vector: malicious attachments, twitter, instagramm DMs
* Exfiltration: HTTP Post to C2

* Monthly, weekly, lifetime subscriptions (1005, 1505, 800S)



Dump file

* Bought on underground forum
* Filtered by .mn domain

* Provided by a partner of MNCERT/CC
* 1 record = URL, username, password



Data to be analyzed

Total records
Duplicate entry

Duplicate in previous repo
Total unique

Unigue username
Unique password

Unique domain

Redline 2022
10050
5500

0
4550

3374
3217

579

Redline 2023
19448
10930

/8
8440

6260
5669

1057



Data Analysis Results



Redline 2022

* Composition on unique 4550 passwords AaBXuanryii HuiiT: 4550

@ Too 60noH NlatuH year (2197 - 48.3%)
@ 3eBxeH flaTuH ycar (232 - 5.1%)
¢ Natun ycar 60noH Tamaart (12 - 0.3%)
@ atuH ycar, Too 6onoH TamgarT (797 - 17.5%)
@ Too 60noH Tamaart (7 - 0.2%)
@ 3eBxeH 100 (1256 - 27.6%)
@ NULL (1 - 0.0%)
3eBxeH kupunn ycar (1 - 0.0%)
(0 Too 60n0oH kupunn ycar (2 - 0.0%)
& Kupunn ycar 6010H TamasrT (14 - 0.3%)
 Kupwunn ycar, Too 6onoH 1amgart (30 - 0.7%)

NaTuH ycar, KMpWAN ycar, Too 6010+ TamaarT (1 - 0.0%)




Redline 2023

* Composition on unique 8440 passwords

AdaBxuanryin HUAT: 8440

@ Too 6onou NatuH yecar (4027 - 47.7%)

@ 3eBxeH JlaTtuH ycar (288 - 3.4%)

(" NatvH ycar 60n0H 1amMaarT (57 - 0.7%)

@ JlatvH ycar, Too 6onoH Tamaart (1502 - 17.8%)
@ Too 60noH TamgarT (4 - 0.0%)

@ 3eBx3H TamaarT (56 - 0.7%)

() 3eBxeH T00 (2504 - 29.7%)

@ NULL (2 - 0.0%)



Password length

Blue: 2022

2000
. Red: 2023
1500
1217 1194
®
2 963 969
S 1000
3
o
e 721 729
_ 556
494
500
343
213
» 66129 1S3 1398 131 123
68
12 1632 109 3 42 . II 3650 1339 2421 1913 32
0 — -m —_ mil =l Il _- - —— =
0 1 2 3 4 5 6 7 8 9 10 18 19 20+

Yp1



Length of numeric only passwords: 2022

Total: 1,256

500.00

400.00

483
330
300.00 571
2
[= N
=
3
S
F  200.00
100.00
38 20 . 35
15 .
— e N 7 ] o
0.00 | [ - [ — —
1 2 3 4 5 6 7 8 9 10
Ypr

1 12 15 16



Length of numeric only passwords: 2023

Total: 2,504

1,000.00

750.00

1 2 3 11 12 16 18

865
660 656
2
S 500.00
3
8
|_
250.00
63 68 82
45 56
— 1 ] N S
4 5 6 7 8 9 10
Ypr



Crackability:

2022: 99.92%
2023: 99.84%

Password Length Numerical
0-9
| instantly
2 instantly
3 instantly
4 instantly
5 instantly
6 instantly
7 instantly
8 instantly
9 instantly
10 instantly
11 instantly
12 2 sec
13 16 sec
14 3 min
15 26 min
16 4 hr




Upper & Lowercase a-Z: 2022

Total: 232

60.00

40.00

55
40
20 2 20
20.00 17
10 g " 10
,
5 5
0.00 [ | [ [ ]
1 3 4 5 6 7 8 9 10 1 12 13 14 16 17 18 19
Ypr



Upper & Lowercase a-Z: 2023

Total: 288

60.00

40.00

56 57
37
34
g
o
=
3
3
|_
20.00
15 15 16
13
11
9
7
4
3 3
0.00 m B - T p—
1 2 3 4 5 6 7 8 9 10 11 14 15 18 19
Ypr

12 13 17 22



Crackability:

2022: 69.4%
2023: 70.14%

Password Length

Upper & Lower case

a-Z
1 instantly
2 instantly
3 instantly
4 instantly
5 instantly
6 instantly
7 2 sec
8 1 min
9 1hr
10 3 days
11 138 days
12 20 years
13 1k years
14 53k years
15 3m years
16 143m years




Numerical and upper & lowercase: 2022

Total: 2,197

600.00
540
381
400.00 360
g
s 268
3
o
2
200.00 . .
79 84
48 29
3 3 . [ 3 4 1 1
000 — — -
4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 24 25+
Ypr




Numerical and upper & lowercase: 2023

Total: 4,027

1,000.00

750.00

Too wupxar

871
742
643
496
500.00
374 355
250.00 185
97 102
64
) ml_- -
0.00 e _ = Il .. ..~ . ==
5 8 9 10 11 12 13 14 15 16

17 18 19 20 21 23 25+

Ypr



Crackability:

2022: 26.35%
2023: 32.75%

Numerical
Password Length Upper & Lower case
0-9 a-Z
1 instantly
2 instantly
3 instantly
4 instantly
5 instantly
6 instantly
7 6 sec
8 6 min
9 6 hr
10 15 days
11 3 years
12 162 years
13 10k years
14 622k years
15 39m years
16 2bn years




All characters: 2022

Total: 797

200.00
155
148
150.00
111
g
100.00
3 90
o
ke 78
63 59
50.00 &
15
8 7'
6 7 8 9 10 11 12 13 14 15 16 17 18 19 22 23 24+

Ypr



All characters: 2023

300.00 Total: 1,502

251

257
208
200.00
135 141 139
107 109
100.00
51
22
17 )
0.00 Wemm s .-----—_
6 7 8 9 10 5 16 17 18 20 21 22 24 25+

1 12 13 14 1 19 23

Too WMpxar

Ypr



Crackability:

2022: 0.87%
2023: 0.66%

Password Length

Numerical
Upper & Lower case
Special characters

0-9 a-Z %S
1 instantly
2 instantly
3 instantly
4 instantly
5 instantly
6 20 sec
7 49 min
8 5 days
9 2 years
10 330 years
11 50k years
12 8m years
13 1bn years
14 176bn years
15 27tn years
16 4qdn years




Dictionary Attacks

* Most common 10,000 English words
* Most common 100,000 English words

* Less than 1 second on AWS p3.16xlarge



Susceptibility to Dictionary Attacks: 10K words

2022: 7.39%
2023: 9.77%

4000

3217

2000

MN 1-7.39% MN 2 -9.77%



Susceptibility to Dictionary Attacks: 100K words

6000

5669

2022: 11.56%
2023: 14.06%

4000

3217

2000

MN 1 - 11.56% MN 2 - 14.06%



Password reuse

000 2022: 6.68% 5669
2023: 6.59%

4000

3217

Too wwpxar

2000

MN 1 MN 2



Username contained in password

6000 5660

2022: 4.81% 288
2023: 5.08% -

4000
3217
_ 155
%
(=}
=
3
8
l—
2000
0

MN 1 MN 2



Domain name contained in password

6000 2022: 3.23% o
2023: 1.65%

4000

3217
104

2000

MN 1 MN 2



Sequential numbers: 2022

Too wwupxar

4000

3000

2000

1000

3217

12 - 34.38%

3217

2394 2800
823
417

123 - 14.89%

3217

2998 3086 3102
118
218 131

1234 - 7.30%

3217

12345 - 4.24%

3217

123456 - 3.71%

3217

1234567 - 2.06%

3217
3162
[55)

12345678 - 1.74%



Too wwupxar

Sequential numbers: 2023

6000 5669 5669 5669 5669
4036 4704
4000
2000
0

12 - 40.46% 123 - 20.51% 1234 - 10.83% 12345 - 6.20%

5669

123456 - 5.37%

5669

1234567 - 2.55%

5669

5115 5338 5380 5528 5531
554 40 138]
331 289

12345678 - 2.50%



Conclusion



Internet

* 1in 3 1IP’s are in blacklist

* Weekly ~40,000 security events in ~177,000 active lps
* 95% of security events are compromise

* Hosts still have vulnerabilities disclosed in 2014

* 75% of infected malware in Mongolia is trojan



Passwords

* 47% of passwords are less than 8 characters

* 71% of Mongolian users are susceptible to password cracking
(increase from 62% from 2022)

* 14% of Mongolian users are susceptible to dictionary attacks

* 82% of online service providers are not enforcing strong password
policy



“If you think technology can
solve your security problems,
then you don’t understand the
oroblems and you don’t
understand the technology.”

- Bruce Schneier
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